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DISCLAIMER

The statements in this document are intended solely as guidance. This document is not intended, nor
can it be relied on, to create any rights enforceable by any party in litigation with the United States.
EPA and date officids may decide to follow the guidance provided in this document, or to act in
variance with the guidance, based upon an andysis of site-gpecific circumstances. This guidance may
be revised without public notice to reflect subsequent changesin EPA’s policy.

This document was prepared by Michadl Baker Jr., Inc. for the EPA’s Water Protection Task Force
under contract EMW-2000-CO-0002.
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I ntroduction:

This document provides uniform response, recovery and remediation guidance for water
utility actions in response to matmade and/or technologica emergencies. The guidance was
developed as an initigive of EPA’s Water Protection Task Force and has been reviewed with
water utilities and associations, EPA Regions, EPA Office of Water and other federal agencies.
The intent of this guidance is to provide the minmum actions that EPA recommends be carried
out by awater utility for the events described.

Emergency response planing is primaily a loca responshbility. — Good busness
practices suggest that every water utility have an Emergency OperationsResponse Plan that is
coordinated with state and local emergency response organizations, regulatory authorities and
locd govenment officids. Water utilities ought to consder whether the actions contained
within this guidance have been thoroughly coordinated with these entities.

The Federal Respone Pan (section VI) identifies Federd respongbilities and
capabilities that can support the loca response effort dependent upon the type and severity of the
incident.  Throughout this guidance “water sysem” includes the “sysem” dements of source
water (ground and surface), drinking water treatment, drinking water distribution and Storage,
wastewater collection and wastewater treatment.

Background:

The Environmenta Protection Agency (EPA) has been given the responsbility under
Presidential Decison Directive (PDD) 63 for working with the Water Sector (including water
and wastewater utilities) to provide for the protection of the nation’'s criticd water infrastructure
induding the sysems used to collect, treat and didribute potable water. The EPA has a smilar
reponshility for wastewater operations. These critica infragtructures are fundamenta to the
public hedth and wefae and are subject to both naturd disasters such as floods and
earthquakes, and man-made hazards such as terrorist attacks. Such disasters could place
surrounding areas and populations at dgnificant risk.  In October, 2001 the EPA established an
internd Water Protection Task Force to ensure that activities to protect and secure water supply
infradructure are comprenensve and carried out expeditioudy. This guidance supports the Task
Force's misson of providing information in an expeditious manner to public and private water
utilities that can be used to protect public hedth and critical weter infrastructure.

|. Incident types

This guidance was developed for five (5) different incident types:
- Threat of or Actual Intentional Contamination of the Water System
Threat of Contamination at a Major Event
Notification from Health Officials of Potential Water Contamination
Intrusion through the Supervisory Control and Data Acquisition (SCADA); and
Significant Structural Damage Resulting from an Intentional Act

While this guidance is oriented toward these 5 incident types, it should dso serve as a
guide for response, recovery and remediation actions for other threstened or actua intentional

acts that would affect the safety or security of the water system..



1. Development of the Guidance

Each inddent type was assessed for potentia impact on water system operations and
public safety to identify the minimum actions for each dement of the water system to consder
taking in response to the incident, recover from the incident and to remediate the impacts of the
incident. Response refers to actions immediately following awareness of the incident, recovery
refers to actions to bring the system back into operaion, and remediation refers to longer term
restoration actions. Where applicable, each incident type was assessed as if it had occurred
separately at each of the system elements and the potential impacts were assessed upstream and
downstream of the incident location. Additionally, the guidance was developed considering the
response needs of large, medium and smdl water and wastewater systems.  Water tilities
should apply the concepts contained in the guidance to meet their sysem configuration and

capabilities

[1l. Structure:

The guidance provides recommended actions in the categories of Response Actions,
Recovery Actions, and Remediation Actions in separate tables for each incident type. Each of
these categories contain a section on natifications and utility actions. Where gpplicable, specific
actionsfor each eement of the water system are provided under the utility actions section.

The Notification Congderations section recommends standard natifications for  any
suspicious or threastened intentiond manrmade or technologica emergency.  Supplementa
natifications are recommended within the incident tables for some events based on the potentia
impact of the event.

Response Planning:

This response, recovery and remediation guidance to intentiona acts can be used to
upplement exiding water utility emergency operations plans (EOPs) developed to prepare for
and respond to naturd disasters and emergencies.  EPA recommends that established policies
and procedures contained in existing plans be used to the maximum extent while incorporating
the recommendations in this guidance.

A high qudity water utility EOP clearly delineates the organizationd structure within the
water system that will be responsble for incident response and management. This structure
should identify gpecific individud roles and respongbilities for decision-making, logistics,
operations, incident response control and finance. The structure could be based on the Incident
Command System, or other gmilar system, that is compatible with the system(s) used by other
dements (Fire, Law Enforcement, Emergency Management, Emergency Medica Services
(EMS), etc) of the community’s incident response and management structure. It would be
hdpfu to coordinate potentid response requirements and expectations with loca response
organizations prior to an incident to ensure that the water utility s response needs are met.

Notification Consider ations:

Water utiliies that have established notification procedures to meet a regulatory requirement,
such as the Emergency Planning and Community Right-to-Know Act (EPCRA), should use them
as the dating point for developing broader natification procedures. Utilities that do not have
established natification procedures should work with ther Loca Emergency Planning



Committee (LEPC) or amilar local emergency planning organizetion, prior to an incident, to
coordinate the specific procedures for contacting locd, state and federal offidas when an
incident occurs. You can find the LEPC for your Ilocation at
http:/Aww.epa.gov/ceppollepclist.htm.

EPA expects that the fadlity would firg cdl local lawv enforcement officids to initiate loca
emergency response actions. This may be accomplished by cdling 911 or direct call to loca law
enforcement. The locd notification coordination effort should determine which additiond
emergency response and management agencies (fire, Emergency Medica Services (EMS), the
community emergency management organization and State agencies) need to be notified. For
ingtance, do fire and EMS need to be natified in addition to law enforcement for a water-related
incident?

The notification procedures developed within the local notification coordination effort
should provide agency-specific names and contact numbers for these notifications on a 24-hour
bass and define what information about the incident needs to be provided, who will make the
notifications and which authorities are notified when a cdl is placed. As a minimum, these
notification procedures should include protocols for notifying locad and dae hedth and
environmentd  authorities, local criticd care fadlities (hospitals, didyds centers, etc.) and others
asidentified in state and loca requirements.

An intentiond act to disrupt the operations of a water utility or to jeopardize public
hedth is a crimind act. This creates the need for notifications to the appropriate FBI field office,
Nationa Response Center and other entities that may not normaly be contacted in response to a
naturd disaster or emergency. Water utiliies should work with the LEPC or dmilar
organization, in conjunction with appropriate state offices, to veify how these additiond
natification requirements will be met and who has responghility for the notifications.

The procedures developed within the loca natification coordination effort should ensure
that dl of the entities liged below are notified, identify who the utility must contact to initiate
the naotifications and identify who within the organization should make the natifications. These
organizations are not listed in any particular order of preference.

Notify locd law enforcement

Notify locd FBI Field Office (to begin the threat assessment process) Your local FBI
field Office can be located by visting http:/Amww.fbi.gov/contact/fo/info.htm or
in the front pages of your local telephone book

Notify National Response Center 1-800-424-8802 (to notify pre-determined federa
response agencies) for more information on NRC see http://mwww.nrc.uscg.mil

Notify gate/loca emergency management organization

Notify Governor’'s office

Notify loca EPA CID Specid Agent in Charge (SAC)

Notify other associated system authorities (wastewater, water)

Notify loca government officid (responsible authority for the water utility)

Notify state/loca hedth, water and/or environmental department

Notify critical carefacilities

Notify employees

Notify EMS and Fire Department as deemed necessary

Consider when to notify customers and what notification to issue




The recommendations provided in this guidance are supplementa to regulatory or other
promulgated reporting requirements. Norma reporting/notification to state health and/or
environmenta agencies, or the EPA for states without approved state programs, will ill be
required when the impacts of an incident result in an inability to meet Water Quality or
Nationa Primary Drinking Water Standards or to meet CERCLA and/or EPCRA requirements.

The reaults of sample andyds after a threatened or actual contamination event can serve
a criticd role in determining response, recovery and remediation actions, assessng the potentiad
impacts of the contaminant; and, providing data for eventual prosecution.  Sampling
requirements (quantity, type of sample container, environmenta controls, type of sample,
sample locations, etc.) can vary sgnificantly depending upon the properties of the contaminant
and where the contaminant was introduced into the sysem.  This guidance provides
recommendations for when sampling might be beneficid but can not provide specific sampling
requirements for every potentia contaminant.

It is important to ensure that sampling is conducted by trained personnel and that the
safety of sampling and other personnel is fully conddered while conducting sampling activities.
The diverdty of sampling capabilities and resources among large and smdl water tilities
makes it difficult to establish standard requirements for dl water utilities Water utilities should
work with thear LEPC and appropriate local, state and federal agencies to develop procedures
for obtaning requirements or recommendations on teking samples, sample control, sample
digribution and use of sample analysis results on an event-by-event bass. The water utility’s
sampling capabilities and procedures for obtaining sampling recommendations should be
contained within the utility’s EOP.

In the event of an incdent that is suspected or confirmed to be the result of an
intentional act to disrupt the operations of a water utility or to jeopardize public hedth, law
enforcement officids may aso require/take additional samples for evidence preservation.

ANNexes:

Annex | provides a Sample Collection, Identification and Chain-of-Custody Form and
ingructions for its use. The form is an example of the information needed for recording data on
samples taken in response to an intentiond act and for mantaining a record for chain-of-
custody of the sample.

Annex |l provides incident-specific response, recovery and remediation guidance for
each of thefive (5) incident types.



Annex | —Sample Collection, Identification and Chain-of-Custody Form

Sample Collection, Identification and Chain-of-Custody Form
Sample D # Sample Date/Time
(Place ID Labd Here)
Sample Description Sample L ocation
Comments
Sampler Date/Time | Witness Date/Time
Signature Signature
Print SamplelD Print L ocation
1. Released by: Date/Time | Received by: Date/Time
Signature Signature
Print SamplelD Print L ocation
2. Released by: Date/Time | Received by: Date/Time
Signature Signature
Print SamplelD Print L ocation
3. Released by: Date/Time | Received by: Date/Time
Signature Signature
Print SamplelD Print L ocation
4. Released by: Date/Time | Received by: Date/Time
Signature Signature
Print SamplelD Print L ocation

Annex | -1




Ingtructions for Sample Callection, I dentification and Chain-of-Custody Form

Whether from an epidemiological or evidentiary standpoint, it is criticaly important that
samples taken in response to an intentional act agangt a water system be taken in a systematic
manner. Each sample collected should have a separate identifying number (Sample ID #) and
the trandfer of each sample should documented. The Sample Collection, Identification and
Chain-of-Custody Form provides a sandardized format for annotating this information.

Sample | dentification Number (Sample D #)
Each sample should have separate identification number. A uniform sysem should be
established for assgning sample identification numbers.

Sample Date/Time
Annotate the date and time that the sample was taken.

Sample Description
Describe the type of sample taken (water, dudge, sediment basin, etc.)

Sample L ocation
Annotate as specificdly as possble where the sample was taken so that later samples can be
taken (if necessary) from the exact same location.

Comments
Provide any additiond comments that may assist in sample andyss (water temperature,
humidity, how sample was taken or materials used to take sample, etc.).

Sampler Identification

The person taking the sample should Sgn hisher name in the Signature block, annotate the
date/time of sgnature in the Date/Time block, print the sampler's name in the Print block and
annotate the sample ID number from the Sample | D# block at the top of the form.

Witness | dentification

The person witnessng the teking of the sample should sgn hisher name in the Signature
block, annotate the date/time of signature in the Date/Time block, print the sampler’s name in
the Print block and annotate the location of where the sample was taken from the Sample
L ocation block at the top of the form.

Chain-of-Custody Tracking

A record of control for dl samples should be maintained. Each person who releases control of
the sample should maintain a copy of who the sample was released to. Persons who receive
samples should veify the sample identification number ON THE SAMPLE before sgning for
recept of the sample. The origind copy of the form, with origind Sgnatures should remain
with each sample until final digpogtion.

The person redeasng the sample should Sgn his’her name in the Signature block, annotate the

datetime of release in the Date/Time block, print the releaser’s name in the Print block and
annotate the sample ID number from the Sample | D# block at the top of the form.

Annex| -2



The person recaving the sample should sgn hisher name in the Signature block, annotate the
datetime of receipt in the Date/Time block, print the receiver’s name in the Print block and
annotate the location where the sample was received in the L ocation block.

Other Consderations

Photographs
When possible a photograph should be taken of each collected sample at the sample location.
Idedlly, the photograph would show the completed sample ID labe and security sedsin-place.

Photographs should be annotated or dated-stamped with the date and time that the photo was
taken.

Annex| -3
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Water Utility Response, Recovery & Remediation Guidance for Man-made and/or
Technological Emergencies

April 15, 2002

|. Contamination Event: (Articulated Threat with Unspecified Material)

Event Description: Thisevent isbased on the threat of intentiona introduction of a contaminant into the water system (at any point
within the system) without specification of the contaminant by the perpetrator.

- Notify local Law - Notify local/state - Notify other Notify local/state - Notify employees
Enforcement emergency associated system health and/or . Consider when to
Initial - Notify local FBI management authorities environmental notify customers and
Notifications: Field Office organization (wastewater, water) department what notification to
- Notify National - Notify ISAC - Notify local Notify critical care issue
Response Center government official facilities - Notify Governor
Sour ce Water Drinking Water Water Distribution Wastewater Wastewater

RESPONSE
ACTIONS

Treatment Facility

| Storage

Collection System

Treatment Facility

- Increase sampling

at or near system
intakes

- Consider whether

to isolate the
water source if
possible

. Preserve latest full

battery background
test as basdline

- Increase sampling

efforts

. Consider whether to

continue normal
operations (if
determination is
made to reduce or
stop water treatment
— provide
notification to
customers/issue
aerts)

. Coordinate

dternative water
supply

. Consider whether to

isolate the water in
the affected area if
possible

. Assess what to do

with potentially
contaminated water
within the system
based on
contaminant,
contaminant
concentration,
potential for system
contamination, and
ability to by-pass
treatment plant.

- If by-passed-notify

local & appropriate
state authorities, &
downstream users.
Increase monitoring
of receiving stream.

Preserve latest full
battery background
test as basdine
Increase sampling
efforts

Consider whether to
continue normal
operations (if
determination is
made to reduce or
stop water treatment
— provide
notification to
customers/issue
alerts)

Annex |1-1




Water Utility Response, Recovery & Remediation Guidance for M an-made and/or April 15, 2002

W a ..-F.-l o : |.F
° 4 Technological Emergencies
INv/4
% |. Contamination Event: (Articulated Threat with Unspecified Material)
ST et
RECOVERY . . : .
ACTIONS Recovery actions should begin once the contaminant is through the system.
- Notify Customers
Recovery Notify Media
Notifications: - oty
- Notify ISAC
- Sample appropriate system elements - Flush system based - Plan for appropriate disposition of personal
Appropriate (storage tanks, filters, sediment basins, on results of protection equipment (PPE) and other
Utility Elements: solids handling) to determine if residual sampling equipment
contamination exists. - Monitor health of
employees
REMEDIATION . Based on sampling results — assess need to . Plan for appropriate . If waste water treatment plant was by-passed —
ACTIONS remediate storage tanks, filters, sediment disposition of PPE sample and establish monitoring regime for
basins, solids handling. and other equipment receiving stream and potential remediation
based on sampling results.
Notes:

1. Response, recovery and remediation actions may be tailored to a specified (identified) materia if the physical properties for the materid

are known.

Annex |1-2
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Water Utility Response, Recovery & Remediation Guidance for M an-made and/or

Technological Emergencies

April 15, 2002

II. Contamination Threat at a Major Event

Event Description: Thisevent is based on the threet of, or actud, intentiond introduction of a contaminant into the water sysem at a
sports arena, convention center or amilar facility.

Initial
Notifications:

RESPONSE
ACTIONS

- Notify local Law
Enforcement

- Notify local FBI
Field Office

- Notify National
Response Center
- Notify ISAC

Sour ce Water

- Notify local/state
emergency
management
organization

- Notify wastewater
facility

- Notify Governor
Drinking Water
Treatment Facility

. Notify other

associated system
authorities
(wastewater, water)

. Notify local

government official

Water Distribution
/ Storage

Notify local/state - Notify employees

health and/or . Consider when to
environmental notify customers and
department what notification to
Notify critical care issue
facilities

Wastewater Wastewater

Collection System  Treatment Facility

- No recommended
action to take

- No recommended
action to take

- Coordinate isolation

of water

- Assg inplanfor

draining the
contained water

- Assgin

developing aplan
for sampling weter
for potentia
contamination
based on threat
notification

. Provide dternate

water source

- Coordinate acceptance of isolated water
- Monitor accepted water
- Assg in plan for draining the contained

water

- Assg in developing a plan for sampling

water for potentia contamination based on
threat notification

Annex 11-3




Water Utility Response, Recovery & Remediation Guidance for M an-made and/or
Technological Emergencies

II. Contamination Threat at a Major Event

April 15, 2002

RECOVERY
ACTIONS

Recovery actions should begin once the contaminant is through the system.

Recovery
Notifications:

. Notify customersin the area of the facility of actionsto take
- Notify customersin affected area once contaminant-free clean water is re-established
- Notify down-stream users such as water suppliers, irrigators, eectric generating plants, etc.

Water Distribution
| Storage

- Consider flushing system via hydrants in distribution systems

Water Distribution/Storage

- Assess need to decontaminate/replace distribution system components.

. Based on . Plan for - If waste water treatment plant was

REMEDIATION sampling results appropriate by-passed — sample and establish
ACTIONS: Wastewater Treatment Plant — assess need to disposition of monitoring regime for receiving

remediate PPE and other stream and potentia remediation

storage tanks, equipment based on sampling results.

filters, sediment

basins, solids

handling.
Notes:

Annex |1-4




Water Utility Response, Recovery & Remediation Guidance for M an-made and/or
Technological Emergencies

[11. Notification from Health Officials of Potential Water Contamination

April 15, 2002

Event Description: Thisevent is based on the water utility being notified by Public Hedlth officids of potentid contamination based on

symptoms of patients.

Initial
Notifications:

RESPONSE
ACTIONS

- Ask notifying

official who else
has been notified
and request
information on
symptoms,
potential
contaminants and
potential area
affected

Sour ce Water

- Notify local Law
Enforcement

- Notify loca FBI
Field Office

- Notify National
Response Center

- Notify local/state
emergency
management
organization

Drinking Water

Treatment Facility

- Notify other associated

system authorities
(wastewater, water)

- Notify locd
government official
. Notify Governor

Water Distribution
/ Storage

- Notify loca/state

health and/or
environmental
department

- Notify critical care

facilities

Wastewater

Collection System

- Notify employees
- Consider when to

. Notify ISAC

Wastewater
Treatment Facility

notify customers
and what
notification to issue

- Increase sampling

at or near system
intakes

- Consider whether

to isolate

- Preserve latest full
battery background
test result as basdline

- Increase sampling
efforts

. Consider whether to
continue normal
operations (if
determination is to
reduce or stop water
treatment — provide
notification to
customers/issue
aerts)

- Coordinate
aternative water
supply (if needed)

- Increase sampling in

the area potentialy
affected and at
locations where the
contaminant could
have migrated to. Itis
important to consider
the time between
exposure and onset of
symptoms to select
sampling sites

. Consider whether to

isolate

- Consider whether to

increase residual
disinfectant levels

- Increase sampling at pumps stations and
specifically in the area potentialy affected

- Assess what to do with potentially
contaminated water within the system based
on contaminant, contaminant concentration,
potential for system contamination, and
ability to by-pass treatment plant

- If by-passed — notify local & appropriate
state authorities, downstream users
(especially drinking water treatment
facilities) & increase monitoring of

receiving stream
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Water Utility Response, Recovery & Remediation Guidance for Man-made and/or

S . . April 15, 2002
o g Technological Emergencies P
K I11. Notification from Health Officials of Potential Water Contamination
RECOVERY , . . .
ACTIONS Recovery actions should begin once the contaminant is through the system.
Recovery - Assst hedlth department with notifications to customers, media, downstream users and other organizations
Notifications:
- Sample appropriate system elements (storage - Flush system based - Plan for appropriate disposition of personal
Appropriate tanks, filters, sediment basins, solids on results of protection equipment (PPE) and other
Utility Elements: handling) to determine if residual sampling equipment

contamination exists.

- Monitor hedth of

employees

REMEDIATION
ACTIONS

- Based on sampling results — assess need to
remediate storage tanks, filters, sediment
basins, solids handling and drinking water

distribution system

- Plan for appropriate

disposition of PPE
and other equipment

- If waste water treatment plant was by-passed —

sample and establish monitoring regime for
recelving stream and potential remediation
based on sampling results.

Notes. Patient symptoms should be used to narrow the list of potentia contaminants.

Annex |1-6



i Water Utility Response, Recovery & Remediation Guidance for M an-made and/or

Technological Emergencies

April 15, 2002

IV. Intrusion through Supervisory Control and Data Acquisition (SCADA)

Event Description: Thisevent isbased oninternd or externd intrusion of the SCADA system to disrupt norma water system

operations.
- Notify local Law - Notify National - Notify other - If the water is
Enforcement Infrastructure associated system assessed to be unfit
Initial - Notify loca FBI Protection Center authorities for consumption,
Notifications: Field Office (NIPC) at 1-888-585- (wastewater, water) consider when to
9078 (or 202-323- Notify employees notify customers
3204/5/6) and what
notification to issue
Sour ce Water Drinking Water Water Distribution | Wastewater Wastewater
Treatment Facility | Storage Collection System Treatment Facility
- Increase sampling - Preserve latest full - Monitor unmanned - Temporarily shut down SCADA system and
at or near system battery background components (storage go to manual operation using established
intakes test as basdline tanks & pumping protocol
RESPONSE . Consider whether - Increase sampling stations) . Monitor unmanned components (pumping
ACTIONS to isolate efforts - Consider whether to stations) — required only if wastewater

- Temporarily shut

down SCADA
system and go to
manua operation
using established
protocol

- Consider whether to

shut down system and
provide alternate
water

isolate

SCADA system is compromised

. If SCADA intrusion caused release of
improperly treated water consider whether to
continue normal operations (if determination
is made to reduce or stop water treatment —
provide notification to customers/issue alerts)

Annex -/




Water Utility Response, Recovery & Remediation Guidance for M an-made and/or

_df"‘" AU éf'l' '
° Fz Technological Emergencies April 15, 2002
I V. Intrusion through Supervisory Control and Data Acquisition (SCADA)

A%E—ﬁ:g ,\\llg RY Recovery actions should begin once the intrusion has been diminated and the contaminant/unsafe water (if this
occurs) is through the system.
. Employees
Recovery . Locd law enforcement

Notifications;

- Notify customers and mediaif the event resulted in contamination and the full range (see scenario I) of standard
notifications were made

Appropriate
Utility Elements:

- With FBI
assistance, make
an image copy of
al system logsto
preserve evidence.

- With FBI assistance, check for implanted

. Ingtal safeguards before re-gtarting
SCADA

- Bring SCADA system up and monitor system

backdoors and other malicious code and
eliminate them before re-starting SCADA
system

REMEDIATION
ACTIONS

- Assess/implement additional protections for

SCADA system.

- Check for an NIPC water sector warning based on the intrusion that
may contain additional protective actions to be considered. NIPC
warnings can be found at www.NIPC.gov or at

https://www.infragard.org for secure access Infragard members.

Notes:
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Water Utility Response, Recovery & Remediation Guidance for Man-made and/or
Technological Emergencies

V. Significant Structural Damage Resulting from an I ntentional Act

April 15, 2002

Event Description: This event is based on intentional structural damage to water system components to disrupt normal system operations.

- Notify loca Law - Notify local/state - Notify other - Notify local/state - Notify employees
Enforcement emergency associated system health and/or - Consider when to
Initial - Notify local FBI management authorities environmental notify customers and
Notifications: Field Office organization (wastewater, water) department what notification to
- Notify National - Notify Governor - Notify locd - Notify critical care issue
Response Center - Notify ISAC government officials facilities
Sour ce Water Drinking Water Water Digtribution | Wastewater Wastewater
Treatment System | / Storage Collection System  Treatment Facility

- Deploy damage assessment teams, if damage appears to be intentional then treat as crime scene — Consult local/state law

RESPONSE enforcement and FBI on evidence preservation
ACTIONS - Inform law enforcement and FBI of potential hazardous materials
. Coordinate aternative water supply, as needed
- Consider increasing security measures
- Based on extent of damage, consider alternate (interim) treatment schemes to maintain at least some level of treatment
RECOVERY Recovery actions should begin as soon as practicad after damaged facility isisolated from the rest of the utility
ACTIONS feallities
. Employees
noogvery . Law enforcement . Notify local FBI office
Appropriate - Dependent on the feedback from damage assessment teams - Implement damage recovery plan
Utility Elements:
REMEDIATION - Repair damage. - Assess need for additional protection/security measures for

ACTIONS

damaged facility, and other critical facilities within the
utility.

Notes:
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