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The Cormittee on Integrty and Management
Improvement CiMly reveloped thug leadlet for all
EPA empoyeas who depend un microcomputers
fo perform thew by As & foliowup 1 CiMI
Computer Advisory 8¢ * <Jure 19891 this leafle:
addresses threats ang vulnerabilihes involving
microcompute” securiv witlh omphégsis on the
individual's  mcreasirg rele o sateguarding
microcempute egarment  The  Azency has
spent mullions of dotars on computer hardware
to enable employee:. 10 wek efficiently and
effectively, and each ot us has 1 1esponrsibility o
protect these 1mvestmerts The guidennes in hie
leafle! shiould »e usefud i thus effor, Hut are nol
infended t© pe it wmchsive. Specdic loca
conditions or changng technniody may warran
additionai security measyros

Q¢ YWadu

@ n < Martin

hatrman, Committee cn integrity
and Management improvamesnt
Environmenta Protection Agency

Background

EPA uses thousands of microcomputers to track
various types of data More and more
microcomputers/terminals are either networked
together or connected to a mainframe sharing
data, information, <oftware, and operating
systems, all capable of accessing vast quantities
of data As a result of this ease of access,
threats and vulnerabilities to computer resources
are increasing EPA, like other Federai agencias,
is concerned about unauthorized and illegal
activities. e g, unauthorized access to privacy.
proprietary, or other sensitive recoris; use of
computers for personal use; and madvertent
errors and omissions. All of these activities
revolve around the  accountability &nd
responsibility of the individual Lser
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Compuler &ime 23 008 L edhars anidally
While deliberate computer crime is a signdicant
concern, wastefut  and abusive practices,
accigents, and errors Ly ndividual users are
even more prevaient Natonally.
employee-committed ¢rime  waste, and abuse
account for an estimated 77 o 80 percent of the
annual foss related to computers. These factors
underscore the sericusnass ©f computer-refated
losses. They also «xpiy~ why additional
regulations and legisiatior »re being developed
to ensure that adequate sateguards are provided
and that actions are taxen ‘o prevent further
unauthonzed activihie =

Computer Security* Threats and
Vulnerabilities

Computer security has many threats and
vuinerabilities involving the individual user. A
threat is any activity, deliberate or unintentional,
with the potential for causing harm to an
automated information system Power surges
are greater hazards to a porsonal computer (PC)
than to a computer terrmiar Programs, data
files, or Random Access Momory contents can
be damaged or an entre disk rendered
unreadable. Protecting powet unes 1S essential
for critical PC systems’ operatons

Threats may be ntentionat v accidental acts of
behavior that can cause harm to automated
information systems, e g., improper handling of
source documents, tapes. disks, and printouts,
data alteration: operator error; and disgruntied
employee access. Generaily threats originate
from personnel who come in contact with the
system on a dally basis Threats are frequently
man-made and disgussed as computer codes
embedded in computer programs (alsc known as
“viruses”) or implanted into computer systems by
hackers, who are capable cf rither destroying or
denying service ot computer assets <uch as
data, hardware, sofiware. and commummcations
In aimost all instances, the individual user 1s
responsible for the computer related threat which
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Cestruction - compuier  equipinent o
Drogran somware 1 1otally 1ost or damaged,

Disclosure - sensiwe dila or wrsohz
inforrmanon protected oy the Prvacy ACT iz
divuiged 1 an unactrorzed eoipiont;

Wiodticatior - o sogram spobicanon or
stored dala Decoines afteied or danmaged
Que 10 mbLE eTIor O uhauthonzec acoers:

Deniai ot Service - assels exist hut
cannct be accesserd or uses for g verod of
hmie g

Misappropriation - assets  are  used
dhshonestly o iliegath

The foilowmg sachions address some  major
types it compater security related
vulnerabilities/thre3ts  and the potential impact
oft compute”  resources Recominended
saleguards contro s, and countermeasures are
listag tor e acn secunty tyoe

General

Hegardiess of the nalure of the thieal or
vulnerability, certeun standard secunty measures
shiould aiways be followed These include

< himiting access to auinhonized users;

+ keeping all software and equipmert in
secured/iocked tacilities;

» guarding against power surges by 1sing
protective  devices such as surge
suppres»scre. and
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and  procedures  regarding  proper
operating prachices  ang  oreventive
mamntenance

Software Security

Software security is the prevention of deliberate
or inadvertent unauthorized manipuiation of
computer programs Threats and vuinerabilities
entail program errors, unauthorized automated
routines, and inadequacies/flaws in  system
software which are sometimes obtained through
“bulietin boards.” enabling unauthorized access
to hardware. data or programs.

Probably one of the most dangerous threats that
has surfaced in recent years is the “virus " A
computer wvirus & a program that contamns
instruction codes to attack ("infect™y other
software programs by modifying them io include
a copy of itselt Wnh this “infection™ capability
viruses can spread from: program 1o program
computer to computer and network (o network,
corrupting programs and data Microcomputers,
mamframes and worldwide computer networks
are all being mtected RBecause g virus can carry
other program codes along with it, the nature ot
the damage 1 can do s limited only by the
creativity of the aftacker. Viruses can even
reinfect programs that have been cleaned up,
thus surviving many generations of program
changes Even the most thoroughly verified
program can become infected again A single
programmer with a PC can cause computer
problems anywhere. anytime Fxamples of
viruses are.

Trap Door — a3 set of instruction codes
embedded in a computer operating system
that permits access while bypassing security
controls

Trojan Horse — an unauthonzed individual
who gains entry into a computer system
through hidden codes, also capable of
disguising its format, putting up messages.
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Dbe Wi aeuter L bs 10 prevent
orograrmeiata ot Demng overwrntten

Nadyoris

Jidy

+  makeg backup copies and store in a
SeCUle Piace

«  use automatic backup features built into
software programs,

» use a software management tool that
aliows aumnecnzed users access to
modify coce

«  the LAN Administrator should
periodicaily run  a wvirus  detection
soltware package o dgetect viruses; and

« report anyifung snusual or our of the
orginary as soon 4s Dossible

Hardware Security

Hardware {physical) secunty involves protecting
and controlling electnic,  electromic,  and
mechanical equipment useo for processing data,
e.g PC's mOMmtors data  terminals,
minicomputers, etc  The scope of physical
securty has broadenea wy an eftort 1o restrict
access 1o autnonsed users 1o prevent untramned
ot mailicious individuats from damaging  or
makmng nappropnate 1se ot computer resources

Recormmended sateguards 1o ensure physical
secCurity aie’

- restrict moditications and maintenance
to authonzed/properly trained personnel,

»  ensure employees kKnow who s cleared
for access and can identfy them on
sight

* question strangers,

«  prohibit smoking, drinking, and eating in
the immediate vicinity of the
microcomputer equipment,



+ assure that there = a nte protechon
system  within  the  roomrs  whers
microcompuler equipment is used

« develop and mamntain an inveniory of
hardware;

« restrict access fo a PC or workstation
when it is unattended by requiring a
password {0 be entered when first
powering up the system; and

+ restrict access to a PC or workstation by
using a screen saver that requires a
password to be entered to erxit the
screen saver

Information Security

Information security revolves around
safeguarding the processes of data origination,
input, processing, and output The purpose is tc
ensure that adequate controls are maintained to
assure the accuracy and integrity of information,
and that it is protected from unauthorized
access, destruction, modification, and disclosure.

Computer-related tneft, fraud, and abuse involve
such aclivities as data diddling — changing
information at the time of input into the cormputer
or during output (forging documenis, exchanging
valid disks, or falsifying data upon input); and
browsing -— looking in others’ files without
authorization, searching through trash containers
to find passwords 10 gain access to computer
files, and literally looking over one’s shouid:r.

Theft of information in the microcomputer a‘ea
commonly involves copying or using soltware
programs for personal and/or personal businegss
use

To ensure data inteqgrity:

- use software, hardware, and procedural
controls to restrict access to on-ling files
to authorized users;

+ develop, dccument, and irmplement
procedures for dentifying, correcting,
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Personnel Security

People are the st <enous threal tu Lompuiers
and automated plormancr  The smrtentonat
errors peopic comuut HCCur MoIe treguently aind
CALISE More COsMh dar gge than oo dehboraty
acts of SanCiage  nwitngh,  Deopae
NCOMECt Qata w1 ompuier o1 -rong
alter data It € wapcris t LD raments o it
securnty measauius 3ie vl all
have legiimate 40 ¢~ Thw iy o
SeCUrty 15 10wt 1odt o0 s
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information <acun, eoirer 2l o are awvarce
of their responsit ies The primary mission is
establishing anc  maintaiping  an ethical,
technically proficent. atormed, and trusted work
force.

Thetts which occur are generally intentional,
however, thefts can occur unintentionally, e.g.,
when an employee copies iicensed software to
use on his/her home computer and does not
realize it is 2 violation. Employees need to be
aware that this is a serious copyright violation
and could result in a $100,000 fine. Common
abuses include using computers for personal
business; brcwsing through records; preparing
personal-use software programs; and creating
team rosters, scotes, and handicaps fcr
sports-related interests. Abuses such as these
are a violation of the Standards of Conduct and
can result in cisciplinary aclion. Federal property
(including property leased by the Governmani)
cannot be used tor other than official busines:.

Studies have revealed that the majority of
computer violations are carried out by authorized
users, not outsiders. It is believed that a well-
trained employee is one of the most effective
safeguards against a threat or vuinerability to
personnel security.

it is estimated that 50 to 80 percent of the
problems incurred with automated systems are
due to lack of employee training and
development of skilis To ensure adequate
personnel security:

« alent employees to the organization's
information security policies and the
individual's own responsibilities within
the agency through information security
training;

» publicize procedures tor reporting
security violations and irregularities;

« inform staff that unauthorized duplication
and use of licensed software violates the
law,

10



meoCiin ke L s enpioyees on then
ethical respon eiibe |

+  require personnel 1 sign a statement
that they understand their intermation
securty responsitilties,

= maintamn 215 and etective
communications with your statf; and

* heorporate computer security
comphance it b performance
standards

Microcomputer Security Reminders
Maintaining Your Disks

Computer disks are fragle and shouid be
safeguarded as follows 1} store in protective
jackets. 2) protect from bending; 3) do not touch
window area of disks 4} prevent erasures by
keeping disks away from magnetic sources such
as radios and teiephones 5) store in secure
containers. such as inetal cabinets protected
from tire and water damage, and 6) handie disks
according 1o their securty markings

Eight Common Don’'ts
«  Don’t smoke ¢r have food or beverages

near the computer

- Dont leave the computer on and
unattended

+  Don't use the computer for personal
business.

+ Dont nave automated information in
only one place—back 1t up.

«  Don't copy licensed software packages
and don't use copies someone else has
made

« Don't treat all automated information the
same. Know what needs to he secured
and do what needs to be done

11
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