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Executive Summary

The mission of the Capital Planning and Investment Control (CPIC) process at the Environmental
Protection Agency (EPA ) is to bring the Agency into full compliance with the Clinger-Cohen Act of 1996
(CCA), by establishing a series of structured, consistent, and repeatable processes and procedures for
planning and managing its investment resources. The CCA requires that all Agencies use a three-phase,
disciplined CPIC process to acquire, use, maintain, and dispose of Information Technology (IT) systems.
To assist Federal Agencies in complying with these CCA requirements, the U.S. General Accounting
Office (GAO) has developed an Information Technology Investment Management (ITIM) Framework that
provides more specific guidance and information on the three CPIC phases mandated by the CCA —
Select, Control, and Evaluate. EPA has adopted the GAO ITIM Framework, and has molded its CPIC
process around its key tenets and components. In addition, OMB has set forth specific requirements with
respect to CCA implementation and CPIC with which EPA must comply.

The Office of Environmental Information (OEI) within EPA has the responsibility for implementing and
managing the EPA CPIC process in accordance with these requirements. Given this charge, OEI has
developed a suite of policies, procedures, and guidance to assist Agency personnel in implementing CCA
and defining a structured CPIC process.

This document — Capital Planning and Investment Control (CPIC) Procedures for the Office of
Management and Budget (OMB) Exhibit 300 — was created to serve as Standard Operating Procedures
(SOPs) to assist Agency staff in complying with the requirements of the OMB Exhibit 300 process, and
incorporates many lessons learned at EPA since the enactment of CCA. It provides a wide range of
detailed information on the current EPA CPIC process as well as recommended techniques, procedures,
and best practices for use in preparing an OMB Exhibit 300 business case.

The document answers some of the following basic questions about the EPA CPIC Process, with a focus
on the production of an OMB Exhibit 300 business case:

e Who is responsible for overseeing the CPIC process at EPA? Who is responsible for creating the
OMB Exhibit 300 business case? Who is responsible for reviewing and approving the OMB Exhibit
300 business cases?

e What is the EPA CPIC process? What are its major phases and what does each entail? What
procedures are to be followed in completing an OMB Exhibit 300 business case?

e Where do OMB Exhibit 300 business case submissions go — both within and outside the Agency?
Where can you find more information on EPA CPIC policies, processes, and related topics?

e When does an OMB Exhibit 300 business case need to be produced, reviewed, and submitted?
e Why was the EPA CPIC process created? Why is it necessary/required?

e How should you navigate each of the three phases of the EPA CPIC process in producing an OMB
Exhibit 300 business case? How should you structure your IT investments to ensure EPA and OMB
approval? How should you approach each of the wide variety of topics that must be addressed in an
Exhibit 300 business case?

Specifically, the document contains the following five sections:

e Document Summary — Describes the purpose, applicability, and structure of the document;

e The CPIC Process — Provides details on the mission and scope of the EPA CPIC process, pertinent
background information, a process overview, and an annual calendar for the CPIC process;

e The Select Phase — Details the purpose, entry criteria, process, and exit criteria for the initial CPIC
phase in which investments are screened, ranked, and selected;
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The Control Phase — Provides guidance on the purpose, entry criteria, process, and exit criteria for
the second phase in the CPIC process in which investments are monitored and corrective actions are
taken as necessary; and

The Evaluate Phase — Describes the purpose, entry criteria, process, and exit criteria for the third
phase in the CPIC process in which investments are reviewed and adjusted, and lessons learned are
applied.

The document also contains a number of appendices that provide additional resources and references as
well as “best practices” for a variety of topics related to the preparation of the OMB Exhibit 300, including:

Appendix A, References — Details a list of references used to develop this document as well as
resources for additional information on related topics;

Appendix B, Glossary of Terms and Acronyms — Defines terms and acronyms used throughout
this document;

Appendix C, Quality and Information Council Charter — Describes roles and responsibilities of the
Quality and Information Council (QIC), and its relationship to other organizations involved in the CPIC
process (e.g., the Information Investments Subcommittee (11S));

Appendix D, Performance Measurement — Provides information on developing performance
measures for IT investments;

Appendix E, Cost-Benefit Analysis and Alternative Selection — Provides information on
completing a Cost-Benefit Analysis (CBA) as well as evaluating and selecting investment alternatives;

Appendix F, Risk Assessment — Provides guidance on conducting a project risk assessment for IT
capital investments;

Appendix G, Building the Project and Funding Plan Tables — Provides direction on how to
complete the milestone tables in the OMB Exhibit 300;

Appendix H, Enterprise Architecture and E-Government — Describes the Federal Enterprise
Architecture (FEA) and the EPA Enterprise Architecture (EA), and discusses E-Government and the
President’'s Management Agenda;

Appendix |, Earned Value Management — Provides guidance on conducting earned value
management activities and calculations;

Appendix J, Conducting a Post-Implementation Review (PIR) — Describes the purpose and
content of a PIR, as well as the methodology for completing one; and

Appendix K, Project Management — Provides guidance on project planning and management for IT
investments.

This CPIC Procedures document, in conjunction with other EPA CPIC policies, procedures, and
guidance, will help formulate a more standardized, consistent, and repeatable process for planning and
managing capital investments across the Agency. Over time, these CPIC policies, procedures,
processes, and guidance will lead to a portfolio of investments that best meets the mission and needs of
EPA and its stakeholders.
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1.1 Document Purpose

This document describes the Environmental
Protection  Agency’s (EPA) Information
Technology (IT) Capital Planning and
Investment Control (CPIC) process. It
documents the process that EPA staff should
follow to manage an IT investment portfolio.
This investment management process is
mandated by the Office of Management and
Budget (OMB) and the General Accounting
Office (GAO), and allows EPA to optimize the
benefits of scarce IT resources, address the
strategic needs of EPA, and comply with
applicable policies, guidance, and laws — such
as the Electronic Government Act of 2002 (E-
Gov) Act, the Information Technology
Management Reform Act/Clinger-Cohen Act
(ITMRA/CCA), and the Federal Information
Security Management Act (FISMA).

These EPA CPIC Procedures for the OMB
Exhibit 300 (these Procedures) are based on
guidance from both the OMB and the GAO, and
incorporate  “lessons learned” from EPA’s
iterations through the process over the last few
years, and best practices of other Federal
Agencies and the commercial sector'.

These procedures provide CPIC requirements
and guidance necessary for developing sound,
cost-effective, and compliant IT business cases
in preparation for OMB’s review and approval.
They support the portfolio management
approach, and address the strategic planning
needs of EPA. Business cases must be
prepared according to the criteria in these
Procedures to ensure that they will meet OMB'’s
statutory requirements, and allow EPA to ensure
continued investment funding to meet Agency
mission goals. Business Cases that are not in
good standing face serious consequences from
both EPA Management and OMB. Possible
repercussions _include delays, reductions in
future funding, and possible cancellation.

1.2 Document Application

These Procedures, and the CPIC process itself,
apply to IT investments that meet the criteria of

! Appendix A — References, contains a variety of
information on Agency, Federal, and commercial
best practices for use in the CPIC process.

a “major” investment. For OMB budget
reporting, all major IT investments must be
reported on the Exhibit 53 and must submit a
“Ca;z)ital Asset Plan and Business Case,” Exhibit
300°.

EPA uses the OMB'’s definition of a major
investment, which is a system or project that
meets the following criteria:

o Requires special management attention
because of its importance to agency mission
goals;

« Was a major project in the current budget
submission and is continuing;

« Is financial management and spends more
than $500,000;

o Ties directly to the top two layers of the
Federal Enterprise Architecture (FEA)
(Services to Citizens and Mode of Delivery);

o Is anintegral part of the Agency’s Enterprise
Architecture (EA) modernization blueprint;

« Has significant program or policy
implications;

« Has high executive visibility;

« Meets EPA core CPIC criteria, standards, or
requirements as a “major system” that aligns
with the E-Gov strategy and E-Business
solutions.

Additionally, the following must be identified as
major IT investments:

e IT investments that are E-Government in
nature or use e-business technologies
regardless of the costs;

« IT investments that have significant multiple-
agency impact;

o IT investments that are mandated by
legislation or executive order, or identified by
the Administrator as mission critical.

1.3 Document Structure

These Procedures are structured to follow the
format of the CPIC process. CPIC is a dynamic
process in which proposed and ongoing projects

? Detailed information on OMB budget reporting
requirements can be found in Circular A-11
accessible via
www.whitehouse.gov/omb/circulars/index.html.
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are continually monitored throughout their
lifecycle. Successful investments and those that
are terminated or delayed are evaluated both to
assess the impact on future proposals and to
benefit from any lessons learned. CPIC
contains three phases: Select, Control, and
Evaluate. Each phase is described in a different
chapter of this document, and each chapter
contains the following common elements:

e Purpose—Describes the objective of the
phase and why it is important to IT
investment management;

o« Entry Criteria—Describes the phase
requirements and thresholds for entering the
phase;

o Process—Describes the critical elements of
the business case as well as the planning
and review during that phase; and

o Exit Criteria—Describes a checklist of what
must be completed and the actions
necessary for proceeding to the next phase.

Important CPIC process, EPA policy, and OMB
Exhibit 300 scoring tips (i.e., Strive for 5!) are
highlighted in boxes.

trivelfory!

Strive for 5! boxes highlight information
that will ensure top scores during IT
portfolio selection and the annual OMB
budget submission.

CRICHIR

In  these boxes, the Office of
Environmental Information (OEI) has
identified some quick tips to make
business case development and CPIC
submission easier.

EPA policy boxes highlight poltaes that
must be followed during the lifecycle of
the investment and the CPIC process.

These Procedures contain the following
sections:

1. Document Summary - The purpose
and scope of this document

2. The CPIC Process — The mission
statement, the components and the
workflow of the CPIC process at EPA.
Details the legislative requirements that
support the development of the CPIC
process

3. The Select Phase — Process EPA uses
to ensure that IT investments are
chosen that best support the agency’s
mission and align with EPA’s approach
to EA

4. The Control Phase - Process to
ensure that IT initiatives are developed
and implemented in a disciplined, well-
managed, and consistent fashion; that
project objectives are being met; that
the costs and benefits were accurately
estimated; and that spending is in line
with the planned budget. This promotes
the delivery of quality products and
results in initiatives that are completed
within scope, on time, and within
budget.

5. The Evaluate Phase - The Post
Implementation Review (PIR) and
Operational Analysis processes and
guidance on comparing actual to
expected results once a project or major
component has been fully implemented;
provides an understanding on how to
evaluate mature systems on their
continued effectiveness in supporting
mission requirements and to evaluate
the cost of continued support or
potential retirement and replacement

CPIC Procedures for the OMB Exhibit 300
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Appendices:

6.

10.

References - Details a list of
references used to develop this
document as well as resources for
additional information on related topics;
Glossary of Terms and Acronyms —
Defines terms and acronyms used
throughout this document;

Quality and Information Council
Charter — Describes roles and
responsibilities of the Quality and
Information Council (QIC), and its
relationship to other organizations
involved in the CPIC process (e.g., the
Information Investments Subcommittee
(1S));

Performance Measurement —
Provides information on developing
performance measures for IT
investments;

Cost-Benefit Analysis and Alternative

Selection — Provides information on
completing a Cost-Benefit Analysis
(CBA) as well as evaluating and

selecting investment alternatives;

1.

12.

13.

14.

15.

16.

Risk Assessment — Provides guidance
on conducting a project risk assessment
for IT capital investments;

Building the Project and Funding
Plan Tables — Provides direction on
how to complete the milestone tables in
the OMB Exhibit 300;

Enterprise Architecture and E-
Government — Describes the Federal
Enterprise Architecture (FEA) and the
EPA Enterprise Architecture (EA), and
discusses E-Government and the
President’'s Management Agenda;

Earned Value Management -
Provides guidance on conducting
earned value management activities and
calculations;

Conducting a Post-Implementation
Review — Describes the purpose and
content of a PIR, as well as the

methodology for completing one; and

Project Management — Provides
guidance on project planning and
management for IT investments.

CPIC Procedures for the OMB Exhibit 300
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2.1 Mission Statement

The Clinger-Cohen Act (CCA) of 1996 requires
that all Agencies use a three-phase, disciplined
Capital Planning and Investment Control (CPIC)
process to acquire, use, maintain, and dispose
of Information Technology (IT) systems.

In May, 2000 the Government Accounting Office
(GAO) released an exposure draft on

Information Technology Investment
Management: An __Overview of GAO’s
Assessment __Framework. This overview

describes the CCA-mandated, three-phased
approach  for investment review and
management, and a maturity model for
implementing this process. This methodology is
known as the “ITIM Framework”. The three-
phase approach includes a Select Phase, a
Control Phase and an Evaluate Phase for
strategically managing major IT investments that
will have a material effect on Federal Agencies
and subsequently the Federal Government.

The Environmental Protection Agency (EPA)
has adopted the ITIM Framework of CPIC.

The mission of the CPIC Process at EPA is to
bring the Agency into compliance with Public
Law 104-106, the Clinger-Cohen Act of 1996.

Through the Office of Environmental Information
(OEI), CPIC is centrally managed to:

1. Ensure Agency sponsorship of all IT
investments;

2. Ensure alignment of IT investments with the
strategic goals of EPA;

3. Ensure alignment of IT investments with the
Enterprise Architecture (EA) of EPA and the
Federal Enterprise Architecture (FEA);

4. Ensure that each investment has a rational,
documented business case that will meet
the requirements of the Office of
Management and Budget (OMB) and Exhibit
300;

5. Ensure that IT investments are fairly
evaluated through the development of
standardized business cases;

6. Reduce the risk of investment failure by

7. Reduce the risk of project failure by
enforcing a cross-functional integrated
project team (IPT).

2.2 Legislative Background and
Associated Guidance

In addition to CCA, several other statutes
require Federal agencies to revise their
operational and management practices to
achieve greater mission efficiency and
effectiveness. These laws include:

1. The E-Government Act of 2002 (E-Gov)
requires agencies to support E-Government
initiatives, cross-agency e-business
opportunities, and implement performance
measures for E-Government projects. The
E-Gov Act requires agencies to conduct
Privacy Impact Assessments (PIAs) on
investments before developing or procuring
information  technology that collects,
maintains, or disseminates information that
is in an identifiable form.

2. The Government Performance and
Results Act of 1993 (GPRA) developed the
foundation by which Federal agencies
measure how well initiatives are meeting
mission objectives.

3. The Federal Acquisition Streamlining Act
of 1994 (FASA V) requires that agencies
establish and measure performance goals
and achieve 90% of those goals, on
average.

4. The Federal Information Security
Management Act (FISMA) or Title Il of the
E-Government Act of 2002, requires
agencies to have plans for information
security programs to assure adequate
information security for networks, facilities,
information systems, or groups of systems,
as appropriate. It also requires these plans
to be reviewed annually by agency program
officials and Inspector General (IG) audits of
information security programs and practices.

5. The Paperwork Reduction Act of 1995
(PRA) requires that agencies perform
information resource management activities
in an efficient, effective and economical

enforcing a performance-based manner.
measurement system;
CPIC Procedures for the OMB Exhibit 300 6 The CPIC Process
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6. The Government Paperwork Elimination
Act (GPEA). Requires agencies to provide
for electronic submission of forms, including
electronic signature and proper security.

7. The Chief Financial Officer (CFO) Act of
1990 and the Federal Financial
Management Improvement Act of 1996.
The OMB has policies and standards by
which financial management systems should
be designed, developed and operated.

Additionally, the National Archives and
Records  Administration @ (NARA) has
recommended that electronic records related to
CPIC be stored and archived
(http://www.archives.gov/index.html). NARA has
issued guidance for maintaining and disposing
electronic CPIC records, which can be found on
the NARA website.

These Procedures focus primarily on the CCA
requirements. The CCA’s objective is that
senior managers use a CPIC process to
systemically maximize the benefits of IT
investments, by documenting compliance with
applicable statutes and alignment with EA/FEA
targets:

« “The Head of each executive agency shall
design and implement in the executive
agency a process for maximizing the value
and assessing and managing the risk of the
IT acquisitions of the executive agency,”
and,

o “The process shall:

1. Provide for the selection of IT
investments to be made by the
executive agency, the management of
such investments, and the evaluation of
the results of such investments;

2. Be integrated with the processes for
making budget, financial, and program
management decisions within the
executive agency;

3. Include minimum criteria to be applied in
considering whether to undertake a
particular investment in information
systems. [This] criteria [is] related to the
quantitatively expressed projected net
risk-adjusted return on investment. [The
minimum criteria should include] specific

quantitative and qualitative criteria for
comparing and prioritizing alternative
information systems investment
projects;

4. Provide for identifying information
systems investments that would result in
shared benefits or costs for other
Federal agencies of State or local
governments;

5. Require identification of quantifiable
measurements for determining the net
benefits and risks of a proposal
investment; and

6. Provide the means for senior
management to obtain timely
information regarding the progress of an
investment, including a system of
milestones for measuring progress, on
an independently verifiable basis, in
terms of cost, capability of the system to
meet specified requirements, timeliness,
and quality.”

Beyond the legislative background, there is
extensive guidance from the Federal Chief
Information Officer (ClIO) Council, the OMB, the
GAO, and others in the area of IT investment
management. A list of investment management
reference guides and memos is identified in
Appendix A - References. The policy and
processes described herein are consistent with
this guidance.

2.3 Scope

The CPIC process supports and documents
executive decisions that ensure all IT
investments support EPA’s mission, vision and
goals, and component agency business plans
and missions.

The CPIC process is a structured, integrated
approach to managing IT investments. It
ensures that all IT investments align with EPA
mission and support business needs while
minimizing risks and maximizing returns
throughout the investment's lifecycle. CPIC
relies on a systematic selection, control, and on-
going evaluation process to ensure each
investment’s objectives support the business
and mission needs of the Agency.

e CPIC IS a policy and procedure of IT
investment strategic management. It is

CPIC Procedures for the OMB Exhibit 300
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continuously performed throughout the
system life cycle. For simplicity, EPA uses
the Exhibit 300 format for the CPIC
documentation.

e CPIC IS _NOT simply the annual budget
submission to the OMB. CPIC is an ongoing
monitoring and evaluation process, of which
the OMB submission is an output.

Through sound management of IT investments,
the Information Investments Subcommittee (1IS)
and the QIC determine the IT direction for EPA,
and ensure that IT investments are managed
with the objective of maximizing returns to the
Agency and achieving business goals.

It is essential that major IT investments within
EPA comply with these CPIC Procedures.
These are the procedures that each Office is
expected to use to manage its major IT
investments. Office level CPIC processes and
procedures must be at least as stringent as the
OMB Exhibit 300 requirements dictate, and in
compliance with these Agency-level CPIC
procedures.

Major investments are considered to be strategic
for the Agency and thus, have a greater
documentation  burden, including  being
individually reported to OMB on an Exhibit 300.
They are also included in the Major IT
Investment Portfolio. The thresholds for a
project to be considered “major” are described in
Section 1.2 — Document Application.

2.4 Strategic Management

Strategic Management builds long term success
for businesses and organizations by ensuring
that all perspectives, or viewpoints of an
organization are considered during planning and
decision-making.

The success of EPA’s IT investments directly
affects the ability of Offices within EPA to
execute business plans and fulfill missions.
CPIC enables the Agency to view its IT
investments strategically, thus ensuring they are
aligned with the overall goals and objectives of
the Agency.

Additionally, emphasis is placed on:

« Alignment with Agency wide EA, FEA, and
support of the President's Management
Agenda (PMA);

« Project risk management;
« OMB budget submissions;
e Security;

e Privacy;

o Performance; and

e E-Gov

The long-term success of EPA is directly linked
to achieving its strategic goals and objectives.
The five strategic goals of EPA are:

1. Clean Air — Protect and improve the air so it
is healthy to breathe and free of levels of
pollutants that harm human health or the
environment.

2. Clean and Safe Water — Ensure drinking
water is safe. Restore and maintain oceans,
watersheds and their aquatic ecosystems to
protect human health, support economic and
recreational activities, and provide healthy
habitat for fish, plants and wildlife.

3. Preserve and Restore the Land -
Preserve and restore the land by reducing
and controlling risks posed by releases of
harmful  substances; promoting waste
diversion, recycling, and innovative waste
management practices; and cleaning up
contaminated properties to levels
appropriate for their beneficial reuse.

4. Healthy Communities and Ecosystems —
Protect, sustain, or restore the health of
people, communities and ecosystems using
integrated and comprehensive approaches
and partnerships.

5. Compliance and Environmental
Stewardship - Improve environmental
performance through compliance with
environmental requirements, preventing
pollutions and providing environmental
stewardship. Protect human health and the
environment by encouraging innovation, and
providing incentives for governments,

CPIC Procedures for the OMB Exhibit 300
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businesses, and the public that promote
environmental stewardship.

Additionally, EPA has cross-goal strategies that
will contribute toward progress of the five goals
described above. These strategies involve
administration, financial management, legal
services, and processes employed to help
accomplish objectives. These strategies cover
the different perspectives, or views, of the
Agency.

1. Partnerships

2. Information

3. Innovation

4. Human Capital

5. Science

6. Homeland Security

Strategic management concerning IT
investments at EPA is governed by the IIS and
the QIC. The IIS and the QIC are chartered to
review major IT investments to ensure that they
will fulfill mission performance requirements at
EPA, follow guidelines of the GAO and the
OMB, and ensure that EPA complies with
statutory regulations. See Appendix C — QIC
Charter for more information on the roles and
responsibilities of these two organizations within
EPA.

2.5 Tactical Management

Tactical Management is the day-to-day
monitoring of strategic objectives. For example,
CPIC processes promote oversight to ensure
that project management to develop the Major IT
Investment Portfolio follows sound tactical
management practices. Through the CPIC
process, the Agency can enforce:

e Accurate budgeting and cost benefit
analysis;

e Acquisition strategies that benefit the
Agency;

« Project planning that emphasizes achieving
milestones on time and on budget;

+ Real-time corrective measures by analyzing
project trends using earned value
calculations.

Consistent tactical management reduces both
project and strategic risks by providing project
managers with proven, reusable processes and
tools that enable efficient monitoring of time,
vendors, and costs.

2.6 Process Overview

At the highest level, the CPIC process is a
circular flow of EPA’s IT investments through
three sequential phases of Select, Control and
Evaluate.

« Select Phase— Project Managers compile
the information necessary for supporting a
detailed proposal assessment. Executive
decision-makers assess each proposed
investment’'s support of EPA’s strategic and
mission needs. Investment analyses are
conducted and the QIC chooses the IT
projects that best support the mission of the
organization, adhere to Federal and Agency
security requirements, align with EPA’s
approach to EA, and are prepared for
success.

« Control Phase—EPA ensures, through
timely oversight, quality control, and
executive review, that IT initiatives are
developed and implemented in a disciplined,
well-managed, and consistent manner.

o Evaluate Phase - Actual results of the
implemented projects are compared to
expectations to assess investment
performance. This is done to assess the
project's impact on mission performance,
identify any project changes or modifications
that may be needed, and revise the
investment management process based on
lessons learned. Mature, or steady state
systems are assessed to ascertain their
continued effectiveness in  supporting
mission requirements, evaluate the cost of
continued maintenance support, assess
potential technology opportunities, and
consider retirement or replacement options.

Each of these three phases is structured in a
similar manner using a set of common elements.
These common elements provide a consistent
and predictable flow and coordination of
activities within each phase. The common
elements are defined by the OMB-developed
Exhibit 300 template. Contact OEI for the most

CPIC Procedures for the OMB Exhibit 300
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recent version of the OMB Exhibit 300, and
question-by-question EPA guidancea.

Completing one CPIC phase is necessary
before beginning a subsequent phase. Each
phase is overseen by the IIS and the QIC, which
ultimately approves or rejects an investment’s
advancement to the next phase. This ensures
that each investment receives the appropriate
level of managerial review and that coordination
and accountability exist.

2.7 Documentation

At EPA, the CPIC process is documented and
submitted to OEI and the QIC using OMB’s
Circular A-11, and Exhibit 300.

Table 2.1 lists all of the sections of the Exhibit
300 as of the Fiscal Year 2005 budget
submission, and how the sections are
emphasized, progressing through the three
CPIC phases. This table offers suggestions for
cascading changes. Every business case is
different, so OEI will help identify how changes
will affect the business plan.

? Each fiscal year (FY), there is a possibility that
OMB guidance for the Exhibit 300 process will vary
from the previous year’s guidance. To assist Exhibit
300 preparers, EPA produces a question-by-question
guidance document separate from this document, and
distributes it to the preparers. It contains more
specific “how-to guidance” for each OMB Exhibit
300 question than these procedures, and can be found
on the OEI intranet after publication. The current
version of the OMB Exhibit 300 can be found by
accessing the current version of Circular A-11, via
the following link:
http://www.whitehouse.gov/omb/circulars/index.html
Current versions of the Agency’s CPIC guidance can
be located via the following link:
http://intranet.epa.gov/CPIC/.

2.8 CPIC Process Owner

The CPIC process is primarily supported and
maintained by EPA’s Office of Environmental
Information. Contact OEI with questions about
these Procedures or the CPIC process.

While OEI is responsible for the enterprise and
portfolio process and guidance, each Office
must maintain its own investment planning and
management functions to fulfill CPIC goals and
objectives.

At EPA, prior to submitting documentation to
OEl, all business cases must be reviewed and
signed by the Offices’ Senior Resource Official
(SRO), as part of the Offices’ local CPIC
process.

CPIC Procedures for the OMB Exhibit 300
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Table 2.1: Exhibit 300 Sections through the CPIC Process

SECTION | DESCRIPTION SELECT CONTROL EVALUATE

I.A Project Description | Describe what the Modify the description if Modify the description if

investment is necessary. Major changes necessary. Major changes
indicate that there will be indicate that there will be
adjustments in many sections of | adjustments in many sections of
the document. the document.

I.B Justification Emphasize the If there are minor changes here, | Indicate whether current
mission performance look for changes in the business practices are the most
gap and the solution Description and Performance advantageous and cost-effective

Goals. Major changes indicate to the Agency. If there are

review of Alternatives Analysis minor changes here, look for

and EA and may require a kick- | changes in the Description and

back to the Select phase Performance Goals. Major

(Select). changes indicate a review of
Alternatives Analysis and EA
and may require a kick-back to
Select.

I.C Performance Goals | Develop no more than If there are minor changes, look | Emphasis will be on whether the
5 ways to measure for adjustments in the investment is meeting baseline
investment success. Description and Justification goals. If not, analyze the

section. Major changes indicate | variance and describe why the
required review of Alternatives investment is failing to meet
Analysis and EA, and may goals. Determine if the
require a kick-back to Select. investment is eligible for re-
design or modernization.
1.D Program List the names, roles, Ensure the contact information Ensure the contact information
Management responsibilities and is correct. If there are major is correct. If there are major
contact information of changes to the Integrated changes to the IPT, analyze
the team Project Team (IPT), analyze project risk in the Risk
project risk in the Risk Inventory.
Inventory.
I.E Alternatives Emphasis is on Any changes at this phase will Must be performed with a
Analysis developing three be a result of a major future-focus in E-Gov strategy

viable alternatives, one | adjustment to another section and web services or other e-

of which may include such as EA, Project and business tools. This analysis

continuing with the Funding Plan and Security. ensures that the implemented

“as-is” system or Most likely, the project will be solution continues to be the best

solution. kicked-back to Select. choice, and returns the greatest
benefit to the Agency.
Any changes at this phase will
be a result of a major
adjustment to another section
such as EA, Project and
Funding Plan and Security.
Most likely, the project will be
kicked-back to the Select phase.

I.F Risk Inventory Emphasis is on Minor adjustments should be Minor adjustments should be
identifying risks in the well documented. Major well documented. Major
19 areas and planning | changes may affect the entire changes may affect the entire
how to manage those project. Depending on the risk- project. Depending on the risk-
risks. Costs must be type adjusted, the investment type adjusted, the investment
included may need to go through may need to go through

Definition and Select again. Definition and Select again.
I.G Acquisition Emphasis is on Minor changes will most likely There should be no changes to
Strategy performance-based affect the Project and Funding this section unless the project is

contracting and
spreading risk from the
Agency to the
contractor

Plan. Major changes most likely
will affect the Risk Inventory as
well. The project may be put on
hold until project risks are
mitigated.

going through modernization. If
so, the project should enter the
CPIC Select phase.

CPIC Procedures for the OMB Exhibit 300
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SECTION | DESCRIPTION SELECT CONTROL EVALUATE
I.H Project and If this is the first CPIC Governance boards are looking | There will be only one entry in
Funding Plan cycle for this project, for overruns and management this section for a fully
only fill in table 1.H.2. issues. Minor changes will be implemented steady-
If this is not the first proposed in the appropriate state/operations and
CPIC cycle for this table, and may also affect the maintenance project. Analyze
project and there are Risk Inventory and Acquisition ongoing costs against budgeted
changes to the Strategy. Major changes may costs and determine cost
approved baseline, fill temporarily halt funding until overruns.
in tables 1.H.3 and issues and risks are resolved.
1.H.A4.
ILA Enterprise Map the investment’s Minor changes should be All answers must be with a
Architecture components to the documented. Major changes focus on e-Gov strategy. The
FEA and EPA due to external factors will affect | only changes in EA for steady-
reference models. the Justification, Performance state/operations and
Goals and Alternatives Analysis. | maintenance projects will be if
If the investment no longer the Agency has changed its EA
serves the need, the investment | structure. If so, changes here
will most likely go back through may affect Justification,
Definition and Select. Performance Goals and
Alternatives Analysis.
Determine if the investment is
still aligned with the strategic
goals of the Agency, and if not,
make the decision to retire the
investment or modernize it.
11.B Security and Describe the security Minor changes may affect the The only changes in security for

Privacy

plan developed in the
System Life Cycle
(SLC) Definition phase
and ensure that at
least 1% of the budget
is spent on security.

When investments are
in the initial and
planning (acquire)
stage, a PIA must be
completed with current
updates and approved
annually.

Project and Funding Plan.
Major changes may affect the
system Justification and
possibly halt funding.

When investments are in the
Full Acquisition and Steady
State (use) stage, a PIA must
be reviewed annually but only
completed every three years.
An e-mail certification is
required annually.

steady-state/operations and
maintenance projects will be if
the Agency has changed its
security goals and
requirements. If so, changes
here may affect the project plan.
Determine if the investment is
still aligned with the strategic
goals of the Agency, and if not,
make the decision to retire the
investment or modernize it.

When investments are in the
Mixed Life Cycle (maintain)
stage, a PIA is required every
three years. However, a review
must occur every year to ensure
no substantial
changes/modification have
occurred that would require a
new submission.

CPIC Procedures for the OMB Exhibit 300
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2.9 Annual Calendar

There are five different EPA areas that make up
the CPIC and related budget processes. An
annual calendar, with tasks, is shown below.

In March, the Program Offices turn in one-page
abstracts of new IT Investments that contain a
description of the investment, the spending
summary, and the justification of the project to
OEl.

The IIS reviews the abstracts and initially scores
them as red, yellow or green. Greens will be
included with the budget submission, yellows
need additional justification work, and reds are
immediately rejected.

Table 2.2: EPA Budget Calendar

From this, the I[IS develops the preliminary
portfolio and notifies the Program Offices that
need to complete business cases for the Select
phase.

Over the summer, the Program Offices, with
help from the EA and CPIC Teams, and the OEI
Subject Matter Experts (SMEs), develop or
modify their business cases and/or Privacy
Impact Assessments.

When the business cases are finalized and are
submitted to OEI, the IS will review them for
inclusion in the Major IT Investment Portfolio,
and forwards recommendations to the QIC. The

QIC makes the final decision.

BUDGET

PROGRAM

PROCESS CPIC TEAM OFFICES S g
Feb Data call to Program
Offices to update and
revise abstracts
CPIC Reviews for
high-risk investments
Mar Annual Planning Respond to data call
Meeting guidance for abstracts
issued
Apr Goal Meetings held Update reporting Update/revise any Review and preliminary

database with
Operating Plan
budget numbers

projects scored
“yellow” by
subcommittee

approval of draft
portfolio based upon
abstracts’ red, yellow
and green scoring

Training with
preparers

Spring planning
meeting

. Budget guidance
issued to Agency

May 0

Ensure decisions
made on preliminary
portfolio development
are shared with the
Program Offices’
resource community
for budget formulation

. Re-visit projects
scored “yellow” for
possible inclusion
in portfolio

. Decisions shared
with SBO’s for
inclusion in
preliminary budget
formulation

Proposals due to
OCFO

. Budget forum

. Planning and
Budget
submission

June o

guidance issued.

CPIC Procedures for the OMB Exhibit 300
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BUDGET PROGRAM
PROCESS CPIC TEAM OFFICES S el
July . Interviews with Work with CPIC and Review and give final
preparers to help | EA Teams and SMEs | approval of
complete during interviews to recommended IT
business cases help complete portfolio for the QIC’s
. OMB’s final business cases approval
guidance and/or Privacy Impact
released Assessments
Aug Agency prepares Finalize business Finalize business Review and give final e  Final approval
annual plan and cases and reporting cases working with approval of of IT portfolio
budget justification to OEl staff to update recommended IT e  Approval of
OMB reporting and prepare | portfolio for the QIC’s sequencing
OMB submission approval plan
Sept Annual plan and Submit Exhibit 300s
budget and Exhibit 53 to
OMB
Oct OMB conducts budget
review meetings with
EPA
Nov OMB passback to Updates Exhibit 300s
EPA. for OMB passback
Dec EPA incorporates Data call to provide Update financial
OMB passback updated actuals and systems with actuals
decisions to create revised PRESBUD and PRESBUD
President’s budget figures numbers based on
(PRESBUD) passback
Jan EPA completes Submit updated
annual plan and Exhibit 300s and
budget for Congress, Exhibit 53s to OMB
due first Monday in for PRESBUD
February submission
CPIC Procedures for the OMB Exhibit 300 14 The CPIC Process
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3 The Select Phase

Select Phase

e Screen
e Rank
e Select
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3.1 Select Phase Purpose

This phase of the Capital Planning and
Investment Control (CPIC) process is very
important. During this phase, the sponsoring
Office will define the need for the investment,
explain the solution, and finalize the CPIC
submission that complies with Agency and
Federal planning and information requirements.
In this phase, the Integrated Project Team (IPT)
will need to demonstrate to the Information
Investments Subcommittee (1IS) and the Quality
and Information Council (QIC) that this
investment is the best use of Agency funds to fill
the mission performance gap, and should be
included in the Agency’s Investment Technology
(IT) Investment Portfolio.

Proper planning, documentation, and review is
critical not only to funding, but it also sets
success expectations for this solution, and the
IPT that manages it. When this business case is
approved, it will be the baseline by which to
evaluate the progress and performance of the
investment through the remainder of its life
cycle.

3.2 Entry Criteria

Prior to entering the Select Phase:
1. The lIS approved the system abstract;

2. A performance gap in mission success
was identified;

3. An IPT was established to analyze
solutions to fill that gap (see 3.3.4.4);

4. The IPT developed a solution through
System Life Cycle (SLC) Definition, and
that solution is considered a major

investment. See Appendix B -
Glossary of these Procedures for a
definition;

5. A business case was developed to
propose the solution for funding;

6. The business case was approved and
signed by the Office’s Senior Resource
Official;

7. The Project Sponsor gained a funding
commitment from the Office.

Projects in SLC “Definition” need to get
through this CPIC “Select”’ process before
entering SLC “Development”.

3.3 Select Phase Process

In the Select Phase, the Environment Protection
Agency’s (EPA) IT investments are screened to
ensure they best support EPA’s mission and
target Enterprise Architecture (EA). Individual
investments are ranked in terms of technical
alignment and projected performance as
measured by cost, schedule, benefit, and risk,
against other IT systems. Milestones and
review schedules are also established for each
investment during the Select Phase.

Business cases developed during the Select
Phase ensure that project teams have well
defined business and strategic requirements, a
security analysis required by the EPA System
Life Cycle Management Policy and other EPA
and Federal security policies and guidance, a
Privacy Impact Assessment (PIA), performance
measures, a cost benefit analysis, as well as
completion of other project planning efforts in
preparation for inclusion in the Agency’s
investment portfolio and movement to the
Control Phase.

The IS and the QIC review recommended
investments in good standing, and select those
that will be included in the Major IT Investment
Portfolio. A separate meeting is held for all
other investments requiring improvements prior
to selection.

CPIC Procedures for the OMB Exhibit 300
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A 4
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CPIC Select Phase
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Figure 3.1. The Select Phase Decision Process Flowchart
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3.3.1 IIS Approves Abstract

Developing a business case is a time-
consuming and often costly process. At EPA,
Offices are asked to submit a system abstract
for an initial assessment prior to developing the
business case. The preparation of the abstract
is important, as it provides documentation that
supports the later development of a more
detailed business case.

An abstract is a one-page summary of the
proposed system that includes a description of
the system, its goals and objectives, a summary
of spending, security requirements, and an EA
overview.

The 1IS will evaluate the proposed system
solution to determine if the Office should
proceed with its definition or IS will evaluate
against criteria. This process begins in March.

3.3.2 Identify Project Sponsor

The Project Sponsor should have been identified
during SLC Definition Phase. The Project
Sponsor should be a senior individual in the
organization  with  requisite = management,
technical, and business skills to lead the
investment or supervise a designated Project
Manager.

Commercial and government best practices
show that IT investments championed by a
business leader have the best chance for
successful implementation. The Project
Sponsor is the business leader responsible to
the 1IS and the QIC for the investment as it
continues through the CPIC process. The
project sponsor must review the System
Management Plan (SMP) and associated
decision documents at each SLC phase before
the system may advance to the next phase. The
review and approval must be documented in the
system decision documents. This commitment
by the Project Sponsor to the IIS and the QIC
represents accountability for the investment.

At EPA, the Project Sponsor is responsible for
allocating funding, and for compliance with EA
and CPIC policies and processes.

3.3.3 Identify Project Manager

The Project Manager should have been
identified during SLC Definition Phase. If not,
the Project Sponsor identifies a Project

Manager, who will be responsible for the day-to-
day operations of the system, including all
necessary documentation for EA and CPIC
processes and review project manager
qualifications.

The Project Manager selected should possess
the following qualifications:

« Three vyears experience managing |IT
projects of similar size and scope, and OEI-
Sponsored 32-hour PM training; or

e PM certification, by or equivalent to the
Project Management Institute  (PMI)
requirements, and dedication to the project
on a full-time basis.

3.3.4 Develop Business Case

Business cases are a tool that the Agency uses
to ensure that its IT dollars are invested wisely,
and put to use in areas where the Agency’s
needs are greatest. They also help to ensure
that the system owner has a solid plan in place
for achieving results that provide mission-critical
capabilities and efficiencies where they did not
exist previously.

Business case development involves justifying
the need for the investment by matching it to
business requirements and Agency strategic
goals, and showing that risk, security, cost and
development have been planned for
appropriately. The goal of the business case is
to show the Agency that this investment is the
best alternative for the Agency.

CRICHIR

Start with the work you’ve already done in
your System Management Plan. Then
prepare your CPIC submission by using
the Exhibit 300 format to focus your
attention on required elements.
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EPA uses Exhibit 300 from OMB circular A-11
as the documentation for the business case®. All
parts of the Exhibit 300 will need to be filled in
during the Select Phase of the CPIC process.
Start with the work already done in the System
Management Plan to avoid conflict and
duplication of effort. SLC policy states that in
the Definition Phase, the system team must:

1. Define an EPA business need;

2. Document the purpose, scope and
requirements of the proposed information
system; and

3. Begin security planning and develop a
security risk assessment and PIA.

The next section will describe the different
sections of the Exhibit 300, and will provide a
description of what needs to be documented.

Please refer to Table 2.1: Exhibit 300 Sections
through the CPIC Process in Section 2 - CPIC
Process to see what should be emphasized in
each section of the Exhibit 300 for the Select
Phase.

3.3.4.1 Project Description

The project description summarizes the
investment from a wuser and technical
perspective. Describe who the customer is,
what the need is, and what the system solution
is. The Description is a summary of the
business case.

Describe the system assumptions, such as:

« What other Agency departments will this
system rely on?

« What are the data and process inputs that
the system requires to function properly?

CRICHIR

It may be easier to -write the description
last, highlighting the main points of your
business case.

* OMB Exhibit 300 guidance can be found in section
300 of the current year’s Circular A-11 at
http://www.whitehouse.gov/omb/circulars/

The description may include support for
assumptions  such as  user interview
documentation, process diagrams (showing
touch-points  between departments), data
diagrams, etc.

3.3.4.2 Justification

The justification will begin with a performance
gap analysis to identify mission gaps in EPA’s
strategy. A performance gap analysis is a
forward-looking and continuous analytical
activity that evaluates the capacity of the Agency
and/or the Agency’s assets to satisfy existing
and emerging demands for services.

Examples of potential needs include those
related to economic and demographic trends,
statutory requirements, or an industry-developed
technological opportunity.

The Project Sponsor determines how analysis
should be conducted to validate, quantify, and
prioritize the proposed need by challenging the
IPT to “think outside the box”. It is important to
have a functionally diverse project team that will
provide different perspectives to this strategic
analysis. The types of questions the team can
ask itself are:

« What are the strengths, weaknesses,
opportunities and threats to the Agency that
have resulted in this performance gap?

o Identify and quantify projected demand
for services based on input from
diverse sources such as: state and
educational communities; architecture
and strategic plans; and performance
and supportability trends of established
systems. Identify the affected user and
customer bases.

e What are the Agency’s goals, and the
organizational pains that will prohibit those
goals from being reached?

o« Does the Agency have the organizational
capacity to fulfill its goals now and in the
future?

o Identify and quantify projected
technological opportunities that will
enable EPA to perform its mission
more efficiently and effectively.

CPIC Procedures for the OMB Exhibit 300
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o Identify and quantify the need for
existing and projected services based
on information from field organizations,
the EA, and IT investment portfolio that
defines what is in place and what is
approved for implementation.

tivelford!

A higher priority will be placed on
investments that are directly related to E-
Gov initiatives. See the latest release of
the E-Gov strategy to see if yours does!
http://www.whitehouse.gov/omb/egov/site

__map.htm

The justification should clearly describe either
the capability shortfall and the impact of not
satisfying the shortfall on customers and
stakeholders or the technological opportunity
and the increase in efficiency it will achieve. Do
this by describing how the investment will help
achieve EPA’s strategic goals. The justification
also must describe the criticality and timeframe
of the need, and roughly estimate the resources
the Agency should commit to resolving it based
on worth, criticality, and the scope of likely
changes to the Agency’s IT Investment Portfolio.
This information forms the basis for establishing
the priority of this need in competition with all
other Agency investments.

Strengthen the need for this system by including
research and statistics.

Sthivelord!

Higher scores will be awarded to business
cases that show a direct relationship
between the investment and mission
needs, and specifically, how performance
measures can influence the achievement of
mission-critical strateaic qaoals.

3.3.4.3 Performance Goals and
Measures
The Government Performance and Results Act

integration of: strategic planning, budgeting,
and performance measurement. GPRA requires
agencies to prepare strategic plans, annual
performance plans, and annual performance
reports that linking program effectiveness with
expenditure of funds. Performance goals and
measures are a critical part of the investment’s
business case, and provide a baseline by which
to evaluate its success.

Performance goals are the objectives of the
system. Goals should be designed with all
layers of EA in mind: Business, Data and
Information, Service Component, Technology,
and Performance.

Describe goals as targets — for example: The
new help desk application will track issue
resolution time with 95% accuracy within three
years of implementation. The targets can be
graduated, for example the new help desk will
provide 80% accuracy in the first year, 90% in
the second year and 95% in the third year.

The Project Sponsor will facilitate developing
quantifiable performance measures that focus
on outcomes. See Appendix D - Performance
Measurement, provide examples to develop
and write Performance Goals and
Measurements.

StHvENoH!

Higher scores will be awarded to business
cases that describe both the baseline and
target performance goals and measures.
Describe how you will achieve the target
measures for that extra point!

The Project Manager is responsible for
documenting the goals and measurements in a
format for CPIC review. Be sure to include
baseline trends for comparison to new targets.

3.3.4.4 Program Management

The Program Office IPT represents expertise
from functional areas as required by the
specifics of the investment. In addition to the

(GPRA) provides a mandate to federal agencies functional experts on the team, a Capital
to account for program results through the Planning  Analyst from the Office of
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Environmental Information (OEI) will provide
guidance to the IPT throughout the CPIC
process.

The IPT should, at a minimum, consist of
functional experts in the following areas:
« Project Sponsor with program experience

« Project Manager who will oversee the day-
to-day operations of the project and
investment

« IT Manager with experience in the proposed
technology

o  Security Specialist

« Agency Budget Analyst

« Contracting Specialist

o Program Office Architect

« Stakeholders or Collaborating Partners

Additional staff may be added from other
functional areas as needed. These people may
serve on multiple IPTs.

All EPA information system development
projects must have a documented,
designated Project Sponsor and Project
Manager. See the EPA Interim Agency
System Life Cycle Management Policy,
Agency Directive 2100.4, and System Life
Cycle Management Procedures
(http://intranet.epa.gov/rmpolicy/infoman. ht
m) for the latest requirements.

Include the roles, qualifications and contact
information for all members of the IPT in the
CPIC documentation to show that the IPT
represents all functional areas affected by the
investment.

3.3.4.5 Alternatives Analysis

The business case provides the necessary
information to build support and make funding
decisions for an investment. In order to
convince the IIS and the QIC that this solution is

the best, an Alternatives Analysis with costs and
benefits must be completed

trivelford!

Higher scores will be awarded to business
cases with three viable alternatives that
were consistently compared, and have well
documented assumptions.

Alternative One should be status quo — what are
the costs if the system is not developed?
Alternatives Two and Three should be selected
as viable technical and business approaches.
Refer to the Federal EA Reference Models for
potential alternatives. Develop a life-cycle for
each alternative and the costs and benefits for
each element involved in those life-cycles.

At a minimum, one alternative considered by
every project must include use of EPA WCF
services. If use of EPA WCF services is not a
viable business and/or technical alternative for
the project, then the business case must have at
least three additional viable technical and
business alternatives in addition to the EPA
WCF services alternative, for a total of at least
four.

Examples of cost elements are:
e Hardware including depreciation
« Software including releases
« Development Costs
o Program Costs
o Operations and Maintenance

Cost data can be collected from a variety of
sources such as:

o Historical Agency Databases
e Current System Costs

« Market Research

o Publications

CRICHIR

If you’re having trouble finding actual cost
information, contact your Agency Budget
Analyst for standard rates.
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Analyze the benefits that the alternatives will
provide in both quantitative and qualitative
terms. Sometimes the cheapest alternative isn’t
the best so don't immediately preclude
alternatives due to cost constraints!

High returns on investment may be awarded to
more expensive solutions that provide the most
qualitative benefits such as: most improved
mission performance in accordance with GPRA;
increased quality of data; increased flexibility
and responsiveness to stakeholders; and
increased employee satisfaction. Quantify these
benefits and include them in the CBA of the
selected alternative. The cost benefit analysis
(CBA) must be risk-adjusted, meaning that the
probability of the risk occurring was taken into
consideration when calculating project costs.
Discount the annual costs to calculate the net
present value of the investment, and identify in
what year the investment will break even. Use
the current discount rates (DRs) published by
the OMB. Contact OEI for help finding the
correct rates.

The important thing to remember is that each
alternative must be compared in a consistent
manner, and if it isn't (for example, using
contractors for development of one alternative
and employees for the development of another),
the reason for the difference must be clearly
explained. “We have the capability in-house to
develop Alternative Two, we don’t for Alternative
Three.”

Select the best alternative after weighing all of
the factors and describe the reasons why it was
selected. Also include the reasons why the
other two alternatives were not selected. The
IIS and the QIC want to be able to evaluate the
methods and reasons for chosen alternative.

Refer to Appendix E — Cost Benefit Analysis
and Alternative Selection for more information
on how to complete this section of the
documentation.

3.3.4.6 Risk Inventory

The OMB requires that a risk inventory and
assessment is completed for all major IT
investments, and that risk is actively managed.
Many projects fail because risks, both obvious
and hidden, aren’t identified and planned for.

The first thing to know is that there is no way to
eliminate risk completely. The focus of a Risk
Inventory in the CPIC Select Phase is to identify
risks and plan how to manage risks to an
appropriate level in order to protect invested
funds. The OMB requires the Risk Inventory to
cover the 19 risk types listed below. See
Appendix F — Risk Assessment, for more
information.

1. Schedule — the project schedule slips.

2. Initial Costs — Actual
estimates.

costs exceed

3. Life-cycle Costs — Actual costs exceed
estimates.

4. Technical Obsolescence — The technology
chosen becomes outdated prior to the end
of the life-cycle, and the return on
investment isn’t realized.

5. Feasibility — The selected alternative is
wrong.

6. Reliability of Systems — The system doesn’t
meet uptime standards and expectations.

7. Dependencies and interoperability between
this system and others — Success of this
investment relies heavily on the success and
continuation of other systems.

8. Asset Protection — The investment is difficult
to protect, for example it is located in an
unsecured building.

9. Risk of Creating a Monopoly for future
procurements — The investment relies on
one contractor for operations and
maintenance, so costs cannot be controlled
through procurement procedures.

10. Management Capability — The Program
Offices do not have the capacity to manage
the investment and surrounding processes
and systems.

11. Risk of Failure — The investment has a high
probability of not closing the mission gap
and will not return the benefits expected.

12. Organizational and Change Management —
Employees are resistant to learning new

processes and accepting the new
investment.
13. Business — Decision to develop and

implement the investment is a bad business
decision.
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14. Data/Information — Success of the
investment relies heavily on accurate data
and information.

15. Technology — Success of the investment
relies heavily on technology components.

16. Strategic — The investment will not close
mission performance gaps.

17. Security — Protected data may be
compromised. Classify the risks here as
high, medium or basic.

18. Privacy — Data contained in the system is
regulated by privacy laws and requires
special planning.

19. Project Resources — The development of the
system relies heavily on specific project
resources, or required resources are scarce.

In the documentation, describe how each risk
type will potentially affect the project. If the risk
type will not affect the project or investment,
describe why. Think about the ways that risks
can be managed, such as “Security risk will be
managed by conducting periodic security
reviews”, or “The project will be managed by a
PMI certified Project Manager”. Include the
date the risk was identified and the probability of
occurrence.

The risk plan should include milestones and
target dates for each risk mitigation strategy. In
the Risk Inventory, describe what milestones
need to occur until the risk is adequately
managed.

3.3.4.7 Acquisition Strategy

A smart acquisition strategy can help mitigate
many of the project risks discussed in the
previous section. If using contractors to develop
the system, EPA promotes the use of fixed price
or performance-based contracts to help spread
schedule and cost risk away from the Agency
and onto the contractor.

The IPT’s Contracting Officer can provide advice
to help establish a contracting strategy that will
mitigate risk to the government while utilizing
performance-based contracts.

Stivelord!

Higher scores will be awarded to projects
with performance-based or fixed price
contracts. Work with your Contracting
Officer to develop the best contract for
your project.

The use of pre-packaged components over
custom programs usually reduces the amount of
time to implementation, and also alleviates small
programming bugs and testing issues.

Also, the acquisition strategy must allow for a
solution that is Section 508 compliant. Section
508 of the Rehabilitation Act of 1973 requires
that federal agencies develop, procure, maintain
or use electronic and IT that is accessible to
federal employees and citizens with disabilities.

3.3.4.8 Project and Funding Plan

Project milestones are submitted as part of the
business case as baseline expectations of the
project costs and schedule. They will be
approved by the IIS, the QIC and the OMB and
will serve as the project baseline to help monitor
performance success of the development and
implementation. Once approved, these
milestones should not change without approval
from the 1IS, the QIC and the OMB. See
Appendix G — Building the Project and Funding
Plan Tables, for examples on how to correctly fill
in the tables.

Transfer the milestones of the project plan into
Exhibit 300 as part of the CPIC submission.
Required information for the Select Phase are
the milestone descriptions, projected start and
end dates with calculated duration in days, and
the planned cost for each milestone. If this is a
multi-agency project, identify the agency that is
responsible for funding each milestone.

The plan must be tracked using a performance-
based tool that meets American National
Standards Institute/Electronic Industries Alliance
(ANSI/EIA) Standard 748. Standard 748 is more
of a process than a program, and organizes 32
project management criteria that focus on cost,
schedule and performance goals into five main
areas:
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Organization

Accounting

Revisions and Data Maintenance
o Planning, Scheduling and Budgeting

Analysis and Management Reports

In the Select Phase, EVMS isn’'t required, but
historical information should be collected and
tracked for future reporting and use. Make sure
the tools are in place for retaining project
management data.

3.3.4.9 Enterprise Architecture

The CPIC process emphasizes alignment of the
investment  with Federal and Agency
architectures. The IIS, the QIC, and the OMB
will rate investments that closely map to the
reference models higher than those that do not.
Investments that don’t map to the architecture
reference models are at risk of losing funding.

Enterprise Architecture analysis will review the
alignment of proposals to the EPA and Federal
Enterprise Architectures.

To learn more about EPA’s EA, reference the
strategic documentation or engage the Program
Office Architect on the IPT staff. Contact the
Offices’ EA personnel or the EA team at OEI for
more help. There are also two web pages on
the EPA intranet that contain information on the
EPA EA, accessible via the following links:
http://intranet.epa.gov/architec;
http://intranet.epa.gov/CPIC/FY2006/EA.
Additionally, the Federal Enterprise Architecture
(FEA) Program Management Office (PMO) also
contains a wealth of information on the FEA
Reference Models (www.feapmo.gov)

Appendix H — Enterprise Architecture and E-
Government of this document discusses EA,
the President's Management Agenda and E-
Government further.

Figure 3.2. EPA’s Enterprise Architecture (EA) Framework
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